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Résumé

L’obsolescence des contrôleurs Gemstart 4 pose des défis pour les systèmes électriques en raison
de l’arrêt de leur production et du support technique limité. Remplacer ces contrôleurs par
des modèles récents est coûteux. Une alternative est d’intégrer directement leurs relais de
protection dans un PLC, simplifiant et rendant le système plus flexible. Cette approche améliore
la gestion, réduit les coûts de maintenance, et prolonge la durée de vie du système, justifiant
l’investissement initial.

Mots clés : Protection - Moteur électrique - Gemstart - API.

Abstract

The obsolescence of Gemstart 4 controllers poses challenges for electrical systems due to pro-
duction stoppages and limited technical support. Replacing these controllers with newer models
is costly. An alternative is to integrate their protection relays directly into a PLC, making the
system simpler and more flexible. This approach improves management, reduces maintenance
costs and extends the life of the system, justifying the initial investment.

Keywords : Protection - Electrical motor - Gemstart - PLC.
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General introduction

The issue of obsolescence concerning Gemstart 4 controllers in a substation poses a significant
challenge for the management and maintenance of electrical systems. With the discontinua-
tion of production and limited technical support for Gemstart 4, operators are faced with the
difficulty of maintaining these aging devices in optimal working condition. While replacing
Gemstart 4 entirely with newer models like Gemstart 5 is often considered a solution, the costs
associated with such an upgrade can be prohibitive. This financial constraint presents a real
dilemma as it hinders a swift transition to more advanced technologies, thereby jeopardizing the
reliability and overall performance of the electrical system. Consequently, finding alternative
strategies to extend the useful life of Gemstart 4 while planning a gradual transition to more
modern solutions becomes imperative to ensure the sustainability and operational efficiency of
the substation.

The elimination of the Gemstart interface and the direct integration of its protection relays
into a PLC (Programmable Logic Controller) represents a promising solution to address the
challenges related to equipment obsolescence and maintenance. By replacing the control and
protection functions previously provided by the Gemstart with specific relay modules integrated
into the PLC, the system is simplified and made more flexible and scalable. This approach would
centralize the management of protection relays with the rest of the control system, providing
better visibility and greater operational efficiency. Furthermore, by leveraging the advanced
programming capabilities of the PLC, it becomes possible to implement customized protection
and monitoring logic tailored to the specific needs of the substation. Although this process
involves initial costs and development efforts, the long-term benefits in terms of system sim-
plification, reduction of maintenance costs, and extension of useful life typically justify this
transition to an integrated PLC solution.

In summary, the integration of relays and protection controllers into a PLC offers a compre-
hensive and intelligent solution for long term management of electrical equipments, providing
significant economic operational and maintenance benefits. The solution is associated with a
replacement of the existing RTU SCADA for operation and monitoring and provision of field
electrical devices to PCS.
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General introduction

This dissertation is structured in 4 chapters as following:

Chapitre 1 : This chapter gives a general overview on the art of electrical motor’s protections
and how do they function plus the different existing protections in the sub-station.

Chapitre 2 : This chapter gives a general overview of the In Salah Gas project & the different
types of relay protections of each electrical motor.

Chapitre 3 : This chapter introduces the Siemens software labeled "Tia Portal" and gives
a rather general knowledge on how to use the software for the implementation of the
solution.

Chapitre 4 : Application of the solution proposed & results backed with simulation .

Finally, we will conclude this dissertation with conclusions and a few perspectives.
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Chapter 1

The art of electrical motor protection

1.1 Introduction

Chapter 1 introduces electrical motor protection, highlighting its importance for AC motors. It
discusses key motor characteristics for protection and categorizes conditions requiring protection
into external conditions and internal faults, setting the stage for detailed exploration of modern
relay design and protection mechanisms.

1.2 Introduction to the relay protection

There are a wide range of AC motors and motor characteristics in existence, because of the
numerous duties for which they are used.

All motors need protection, but fortunately, the more fundamental problems affecting the
choice of protection are independent of the type of motor and the type of load to which it is
connected.There are some important differences between the protection of induction motors
and synchronous motors, as shown later in the paper.

Motor characteristics must be carefully considered when applying protection; while this may
be regarded as stating the obvious, it is emphasised because it applies more to motors than to
other items of power system plant. For example, the starting and stalling currents/times must
be known when applying overload protection, and furthermore the thermal withstand of the
machine under balanced and unbalanced loading must be clearly defined.

The conditions for which motor protection is required can be divided into two broad categories:
imposed external conditions and internal faults.The following table provides details of most
likely faults that require protection.
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1.3 Modern relay design

The design of a contemporary numerical motor protection relay must be sufficiently versatile
to meet the protection requirements of the wide array of motor designs in operation, some
of which may not tolerate any overloads.A relay that provides comprehensive protection will
encompass the following features:

- Thermal protection

- Extended start protection

- Stalling protection

- Number of starts limitation

- Short circuit protection

- Earth fault protection

- Winding RTD measurment/trip

- Negative sequence current detection

- Undervoltage protection

- Loss of load protection

- Auxiliary supply supervision

In addition, relays may offer options such as circuit breaker condition monitoring as an aid to
maintenance. Manufacturers may also offer relays that implement a reduced functionality to
that given above where less comprehensive protection is warranted (e.g. induction motors of
low rating).
The following sections examine each of the possible failure modes of a motor and discuss how
protection may be applied to detect that mode.

1.4 Thermal overload protection

The majority of winding failures are either indirectly or directly caused by overloading (either
prolonged or cyclic), operation on unbalanced supply voltage, or single phasing, which all lead
through excessive heating to the deterioration of the winding insulation until an electrical fault
occurs.
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The generally accepted rule is that insulation life is halved for each 10ºC rise in temperature
above the rated value, modified by the length of time spent at the higher temperature. As an
electrical machine has a relatively large heat storage capacity, it follows that infrequent over-
loads of short duration may not adversely affect the machine. However, sustained overloads of
only a few percent may result in premature ageing and insulation failure.

Furthermore, the thermal withstand capability of the motor is affected by heating in the wind-
ing prior to a fault. It is therefore important that the relay characteristic takes account of
the extremes of zero and full-load pre-fault current known respectively as the ’Cold’ and ’Hot’
conditions.

The variety of motor designs, diverse applications, variety of possible abnormal operating con-
ditions and resulting modes of failure result in a complex thermal relationship. A generic
mathematical model that is accurate is therefore impossible to create. However, it is possi-
ble to develop an approximate model if it is assumed that the motor is a homogeneous body,
creating and dissipating heat at a rate proportional to temperature rise. This is the principle
behind the ‘thermal replica’ model of a motor used for overload protection.

The temperature T at any constant is given by:

T = Tmax(1 − e−t/τ ) (1.1)

Where :

Tmax = final steady state temperature
τ = Heating time constant
Temperature rise is proportional to the current squared:

T = KI2
R(1 − e−t/τ ) (1.2)

where:

IR current which, if flowing continuously, produces temperature max Tmax in the motor There-
fore, it can be shown that, for any overload current I , the permissible time t for this current
to flow is:

t = τ loge[
1

1 − ( I
I2

R
)
] (1.3)

In general, the supply to which a motor is connected may contain both positive and negative
sequence components, and both components of current give rise to heating in the motor. There-
fore, the thermal replica should take into account both of these components, a typical equation
for the equivalent current being:
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Ieq =
√

(I2
1 + kI2

2 ) (1.4)

where:
I1 = positive sequence current
I2 = negative sequence current
K = negative sequence rotor resistance / positive sequence rotor resistance at rated speed.
A typical value of K is 3.
Finally, the thermal replica model needs to take into account the fact that the motor will tend
to cool down during periods of light load, and the initial state of the motor. The motor will
have a cooling time constant, τr , that defines the rate of cooling. Hence, the final thermal
model can be expressed as:

t = τ loge
(K2 − A2)
(K2 − 1) (1.5)

where:
τ = heating time constant
K = Iq

Ith

A2 = Initial state of the motor(Cold or hot)
Ith = Thermal setting current
This equation takes into account the ‘cold’ and ‘hot’ characteristics defined in IEC 60255, part
8.

Some relays may use a dual curve characteristic for the heating time constant, and hence two
values of the heating time constant are required. Switching between the two values takes place
at a pre-defined motor current. This may be used to obtain better tripping performance during
starting on motors that use a star-delta starter. During starting, the motor windings carry full
line current, while in the ‘run’ condition, they carry only 57% of the current seen by the relay.
Similarly, when the motor is disconnected from the supply,the heating time constant τ is set
equal to the cooling time constant τr

Since the relay should ideally be matched to the protected motor and be capable of close
sustained overload protection, a wide range of relay adjustment is desirable together with good
accuracy and low thermal overshoot.
Typical relay setting curves are shown in the following figure:
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Figure 1.1: Thermal overload characteristic curves from cold – initial thermal state 0%

1.5 Start/Stall protection

When a motor is initiated, it initially pulls a current significantly higher than its rated load
current as it ramps up to speed. Although the starting current diminishes as the motor gains
speed, conventional protective measures usually treat the current as constant during this phase.
The magnitude of the starting current varies based on motor design and starting method. For
motors activated through direct-on-line (DOL) starting, the initial current may reach 4-8 times
the full-load rating. However, with a star-delta starter, the line current will be equivalent to

1√
3 of the DOL starting current.

In cases where a motor stalls during operation or fails to start due to excessive load, it will
draw a current equivalent to its locked rotor current. Therefore, distinguishing between a
stalled condition and a healthy start based solely on current draw is impractical. Differentiating
between these states necessitates considering the duration of the current draw. Establishing
protection for motors with starting times shorter than their safe stall times is straightforward.
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However, when motors drive high inertia loads, the stall withstand time might be shorter than
the starting time. In such scenarios, additional measures are required to discriminate between
these conditions effectively.

1.5.1 Excessive Start Time/Locked Rotor Protection

A motor may fail to accelerate from rest for a number of reasons:

- Loss of supply phase

- Mechanical problems

- Low of supply voltage

- Excessive load torque

A large current will be drawn from the supply, and cause extremely high temperatures to be
generated within the motor. This is made worse by the fact that the motor is not rotating,
and hence no cooling due to rotation is available. Winding damage will occur very quickly –
either to the stator or rotor windings depending on the thermal limitations of the particular
design (motors are said to be stator or rotor limited in this respect). The method of protection
varies depending on whether the starting time is less than or greater than the safe stall time.
In both cases, initiation of the start may be sensed by detection of the closure of the switch
in the motor feeder (contactor or CB) and optionally current rising above a starting current
threshold value – typically 200% of motor rated current. For the case of both conditions being
sensed, they may have to occur within a narrow aperture of time for a start to be recognised.

Special requirements may exist for certain types of motors installed in hazardous areas (e.g.
motors with type of protection EEx ‘e’) and the setting of the relay must take these into
account. Sometimes a permissive interlock for machine pressurisation (on EEx ‘p’ machines)
may be required, and this can be conveniently achieved by use of a relay digital input and the
in-built logic capabilities.

1.5.1.1 Start time < safe stall time

Protection is achieved by use of a definite time overcurrent characteristic, the current setting
being greater than full load current but less than the starting current of the machine. The time
setting should be a little longer than the start time, but less than the permitted safe starting
time of the motor.The following figure illustrates the principle of operation for a successful
start.
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Figure 1.2: Relay setting for successful start: start time<stall time

1.5.1.2 Start time ≥ safe stall time

For this condition, a definite time overcurrent characteristic by itself is not sufficient, since
the time delay required is longer than the maximum time that the motor can be allowed to
carry starting current safely. An additional means of detection of rotor movement, indicating
a safe start, is required. A speed-sensing switch usually provides this function. Detection of a
successful start is used to select the relay timer used for the safe run-up time of the motor. This
time can be longer than the safe stall time, as there is both a (small) decrease in current drawn
by the motor during the start and the rotor fans begin to improve cooling of the machine
as it accelerates. If a start is sensed by the relay through monitoring current and/or start
device closure, but the speed switch does not operate, the relay element uses the safe stall time
setting to trip the motor before damage can occur.The figure 1.3(a) illustrates the principle of
operation for a successful start, and Figure 1.3(b) for an unsuccessful start.
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Figure 1.3: Relay settings for start time> stall time

1.6 Stall protection

If a motor stalls during operation or fails to start due to excessive load, it will draw a current
from the power source equivalent to the locked rotor current. To prevent damage, it’s crucial
to disconnect the motor promptly when this situation occurs.

Detecting motor stalls involves monitoring the motor current. After a successful start, if the
motor current exceeds the starting current threshold within the safe start time and then rises
again above the starting current threshold, it indicates a stall condition. Tripping occurs if this
condition persists beyond the stall timer setting, facilitated by an instantaneous overcurrent
relay element.
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In many systems, transient voltage loss (lasting typically up to 2 seconds) doesn’t trigger
tripping for designated motors. They’re allowed to re-accelerate upon voltage restoration,
drawing a current similar to the starting current for several seconds, surpassing the motor
stall relay element threshold. To prevent unintended tripping during re-acceleration, a motor
protection relay detects voltage dips and inhibits stall protection for a defined period after
voltage recovery using the undervoltage protection element. This ensures protection against
stalled motors even if re-acceleration fails. The time delay setting depends on the re-acceleration
scheme and motor characteristics, determined through a transient stability study.

1.7 Number of starts limitation

Every motor has a limit on the number of starts it can undergo within a specific timeframe
to prevent exceeding permissible winding temperatures. If the allowed number of starts is
surpassed, starting should be prevented. This becomes intricate because the permitted count
of "hot" starts within a given period is typically fewer than "cold" starts due to varying initial
motor temperatures. Therefore, the relay must track separate counts for both "cold" and "hot"
starts. Utilizing data from the motor’s thermal replica enables distinguishing between hot and
cold starts.

To allow the motor to cool down between starts, a time delay can be set between consecutive
starts, with differentiation again between hot and cold starts. The start inhibition is lifted
after a duration determined by the motor’s specifications. The overall protection function is
illustrated in Figure 1.4.
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Figure 1.4: Number of starts limitation

In this example, the maximum number of starts within the Supervising Time has been reached,
therefore the Inhibit Start Time is initiated. The remaining time is greater than the Inhibit
Start Time, so the start inhibition remains for a duration equal to the supervising time minus
the tn.

1.8 Short circuit protection

Motor short-circuit protection is typically installed to address significant stator winding faults
and terminal flashovers. Since faults between phases are rare due to the substantial insulation
between phase windings, the fault usually involves earth quickly, triggering instantaneous earth
fault protection as the stator windings are entirely enclosed in grounded metal.

For this purpose, a single definite time overcurrent relay element is sufficient, typically set
at around 125% of the motor’s starting current. A time delay is necessary to prevent false
operation caused by current transformer spill currents, usually set at 100ms. However, if the
motor is supplied through a fused contactor, coordination with the fuse is necessary, often
requiring a longer time delay for the relay element.
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As the goal of the protection is swift fault clearance to minimize damage, it’s typically only
installed on motors supplied via circuit breakers.

On larger high-voltage motors supplied via circuit breakers, differential (unit) protection might
be employed to safeguard against phase-phase and phase-earth faults, especially in resistance-
earthed power systems. This differential protection can be highly sensitive, enabling early fault
detection to mitigate motor damage. In such cases, normal definite time overcurrent protection
may not be sensitive enough, and sensitive earth fault protection might not be available.

However, the user might want to avoid the complex calculations necessary for setting sensitive
non-directional earth fault overcurrent protection correctly on high-voltage systems, or there
may be no provision for a voltage transformer (VT) to apply directional sensitive earth fault
protection. Despite this, there’s a minimum limit to the setting due to CT saturation spill
currents during starting, and on some motors, neutral current flow during starting could trigger
the differential protection.

In cases where sufficient sensitivity can be ensured, non-directional earth fault overcurrent
protection is typically more cost-effective.

1.9 Earth fault protection

One of the most frequent issues encountered in motors is a fault in the stator winding. Regard-
less of the fault’s initial form (such as phase-phase) or its cause (like cyclic overheating), the
presence of the motor’s metallic frame and casing ensures that it swiftly evolves into a fault
involving earth. Therefore, implementing earth fault protection is of utmost importance.

The type and sensitivity of protection deployed largely hinge on the system’s earthing con-
figuration, with different types being addressed sequentially. Nevertheless, it’s customary to
incorporate both instantaneous and time-delayed relay elements to address both major faults
and those that develop slowly over time.

1.9.1 Solidly-Earthed System

Most LV systems fall into this category, for reasons of personnel safety. Two types of earth
fault protection are commonly found – depending on the sensitivity required.

For applications where a sensitivity of > 20% of motor continuous rated current is acceptable,
conventional earth fault protection using the residual CT connection of Figure 1.5 can be used.
A lower limit is imposed on the setting by possible load unbalance and/or (for HV systems)
system capacitive currents.
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Figure 1.5: Residual CT connection for earth fault protection

Care must be taken to ensure that the relay does not operate from the spill current resulting
from unequal CT saturation during motor starting, where the high currents involved will almost
certainly saturate the motor CT’s. It is common to use a stabilising resistor in series with the
relay, with the value being calculated using the formula:

Rstab = Ist

I0
(Rct + kRl + Rr) (1.6)

Where:
Ist = Starting current referred to CT secondary
I0 = Relay earth fault setting (A)
Rstab = Stabilising resistor value (ohms)
Rct = DC resistance of CT secondary (ohms)
Rl = CT single lead resistance (ohms)
Rr = Relay resistance (ohms)
k = CT connection factor (1 for star point at CT, 2 for star point at relay).
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The stabilizing resistor serves to boost the relay’s effective setting, thereby prolonging the trip-
ping process. Normally, when employing a stabilizing resistor, the tripping response should be
immediate.

An alternative approach, instead of utilizing a stabilizing resistor, involves employing a defi-
nite time delay characteristic. Determining the appropriate time delay typically involves trial
and error to ensure it’s long enough to prevent malfunctions during motor startups yet short
enough to offer adequate protection in fault scenarios. Additionally, coordination with other
devices, such as a fused contactor supplying power to a motor, is crucial. The contactor alone
may not handle fault currents beyond a certain threshold, relying on the fuse for protection.
Consequently, precautions must be taken to ensure the relay doesn’t command the contactor to
open before the fuse has time to act. Diagram 1.6(a) depicts improper grading, with the relay
activating before the fuse for fault currents exceeding the contactor’s capacity, whereas Diagram
1.6(b) demonstrates proper grading. Achieving this may necessitate intentionally introducing
a definite time delay in the relay.

Figure 1.6: Grading of relay with fused contactor
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If a more sensitive relay setting is required, it is necessary to use a core-balance CT (CBCT).
This is a ring type CT, through which all phases of the supply to the motor are passed, plus
the neutral on a four-wire system. The turns ratio of the CT is no longer related to the
normal line current expected to flow, so can be chosen to optimise the pick-up current required.
Magnetising current requirements are also reduced, with only a single CT core to be magnetised
instead of three, thus enabling low settings to be used. Figure 19.7 illustrates the application
of a core-balance CT, including the routing of the cable sheath to ensure correct operation in
case of core-sheath cable faults.

Figure 1.7: Application of core-balance CT
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1.9.2 Resistance-Earthed Systems

These are commonly found on HV systems, where the intention is to limit damage caused by
earth faults through limiting the earth-fault current that can flow. Two methods of resistance
earthing are commonly used:

1.9.2.1 Low resistance earthing

In this method, the value of resistance is chosen to limit the fault current to a few hundred amps
– values of 200A-400A being typical. With a residual connection of line CT’s, the minimum
sensitivity possible is about 10% of CT rated primary current, due to the possibility of CT
saturation during starting. For a core-balance CT, the sensitivity that is possible using a simple
non-directional earth fault relay element is limited to three times the steady-state charging
current of the feeder. The setting should not be greater than about 30% of the minimum earth
fault current expected. Other than this, the considerations in respect of settings and time
delays are as for solidly earthed systems.

1.9.2.2 High resistance rating

In some HV systems, high resistance earthing is used to limit the earth fault current to a few
amps. In this case, the system capacitive charging current will normally prevent conventional
sensitive earth fault protection being applied, as the magnitude of the charging current will be
comparable with the earth fault current in the event of a fault. The solution is to use a sensitive
directional earth fault relay. A core balance CT is used in conjunction with a VT measuring
the residual voltage of the system, with a relay characteristic angle setting of +45ºC. The VT
must be suitable for the relay and therefore the relay manufacturer should be consulted over
suitable types – some relays require that the VT must be able to carry residual flux and this
rules out use of a 3-limb, 3 phase VT. A setting of 125% of the single phase capacitive charging
current for the whole system is possible using this method. The time delay used is not critical
but must be fast enough to disconnect equipment rapidly in the event of a second earth fault
occurring immediately after the first. Minimal damage is caused by the first fault, but the
second effectively removes the current limiting resistance from the fault path leading to very
large fault currents.

An alternative technique using residual voltage detection is also possible, and is described in
the next section.

1.9.3 Insulated earth systems

Earth fault detection presents problems on these systems since no earth fault current flows
for a single earth fault. However, detection is still essential as overvoltages occur on sound
phases and it is necessary to locate and clear the fault before a second occurs. Two methods
are possible:

- detection of the resulting unbalance in system charging currents

- residual overvoltage.
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1.9.3.1 System charging current unbalance

Sensitive earth fault protection using a core-balance CT is required for this scheme. The
principle is the same as already detailed, except that the voltage is phase shifted by +90ºC
instead of -90ºC. To illustrate this, Figure 1.8 shows the current distribution in an Insulated
system subjected to a C phase to earth fault and Figure 1.9 the relay vector diagram for this
condition. The residual current detected by the relay is the sum of the charging currents flowing
in the healthy part of the system plus the healthy phase charging currents on the faulted feeder
– i.e. three times the per phase charging current of the healthy part of the system. A relay
setting of 30% of this value can be used to provide protection without the risk of a trip due
to healthy system capacitive charging currents. As there is no earth fault current, it is also
possible to set the relay at site after deliberately applying earth faults at various parts of the
system and measuring the resulting residual currents.

If it is possible to set the relay to a value between the charging current on the feeder being
protected and the charging current for the rest of the system, the directional facility is not
required and the VT can be dispensed with.

Figure 1.8: Current distribution in insulated-earth system for phase earth fault
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Figure 1.9: Relay vector diagram

1.9.3.2 Residual voltage method

A lone earth fault triggers an increase in voltage between the system’s neutral and ground, a
discrepancy that can be sensed by a relay monitoring the residual voltage of the system. Nor-
mally, this voltage remains at zero for a balanced and healthy system. This method eliminates
the need for current transformers (CTs) and proves beneficial in situations where installing nu-
merous core-balance CTs is impractical due to physical limitations or cost concerns. However,
the voltage transformers (VTs) utilized must be appropriate for the task, meaning three-limb,
three-phase VTs are unsuitable. Typically, the relay includes configurable alarm and trip
settings, each featuring adjustable time delays. Determining the setting voltage requires un-
derstanding the system’s earthing arrangement and impedances, exemplified in Figure 1.10 for
a resistance-earthed system.

Careful grading of the relays is essential because the residual voltage will be detected by all
relays within the affected section of the system. Grading is conducted with this in mind, often
prioritizing time-based alarms for the initial stage, followed by a high-set definite time trip for
backup protection.
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Figure 1.10: Residual voltage earth-fault protection for resistance earthed system

1.10 Negative phase sequence protection

Any imbalance in voltage conditions, like uneven loading, single-phase loss, or faults, leads to
the generation of negative phase sequence current. Typically, single-phase faults trigger earth-
fault protection, but unless it’s sensitive, it might not detect motor winding faults.

The magnitude of negative sequence current varies based on voltage imbalance and the ratio
of negative to positive sequence impedance. While various factors contribute to imbalance,
determining negative sequence impedance is relatively straightforward, especially in the classical
induction motor equivalent circuit, as shown in Figure 1.11, where magnetizing impedance is
disregarded.
Motor positive sequence impedance at slip s:

=
√

[(R1p + R2p

2 − s
)2 + (X1p + X2′

p)2] (1.7)

The motor negative sequence impedance at slip s :√
[(R1n + R2′

n

S
)2 + (X1n + X2′

n)2] (1.8)

Where: suffix p indicates positive sequence quantities & suffix n indicates negative sequence
quantities
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Figure 1.11: Induction motor equivalent circuit

The resistance can be neglected as it is small compared with the reactance. Thus the negative
sequence reactance at running speed is approximately equal to the positive sequence reactance
at standstill. An alternative more meaningful way of expressing this is:

Positiveseq.impedence

Negativeseq.impedence
= Startingcurrent

Ratedcurrent
(1.9)

A typical LV motor starting current is 6 x full load current (FLC). Therefore, a 5% negative
sequence voltage (due to, say, unbalanced loads on the system) would produce a 30negative
sequence current in the machine, leading to excessive heating. For the same motor, negative
sequence voltages in excess of 17% will result in a negative sequence current larger than rated
full load current.

Negative sequence current is at twice supply frequency. Skin effect in the rotor means that the
heating effect in the rotor of a given negative sequence current is larger than the same positive
sequence current. Thus, negative sequence current may result in rapid heating of the motor.
Larger motors are more susceptible in this respect, as the rotor resistance of such machines
tends to be higher. Protection against negative sequence currents is therefore essential.

Modern motor protection relays have a negative sequence current measurement capability, in
order to provide such protection. The level of negative sequence unbalance depends largely
upon the type of fault. For loss of a single phase at start, the negative sequence current will be
50% of the normal starting current. It is more difficult to provide an estimate of the negative
sequence current if loss of a phase occurs while running. This is because the impact on the
motor may vary widely, from increased heating to stalling due to the reduced torque available.
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When configuring negative sequence current protection, it’s crucial to recognize that the motor
circuit safeguarded by the relay may not always be the origin of the negative sequence current.
Therefore, the protection settings should allow time for the appropriate measures to clear the
actual source of the negative sequence current, ensuring the motor under consideration doesn’t
overheat. This necessitates a two-stage tripping characteristic akin to overcurrent protection.

An initial low-set definite time delay can serve as an alarm, while an inverse definite minimum
time (IDMT) element is employed to trip the motor in cases of higher negative sequence current
levels, like loss-of-phase conditions during startup. Usual settings might entail 20% of the
current transformer (CT) rated primary current for the definite time element and 50% for the
IDMT element. The IDMT time delay must be carefully selected to safeguard the motor and
ideally coordinate with other negative sequence relays on the system. In instances where relays
lack dual elements, the single element should prioritize motor protection, with coordination
being a secondary consideration.

1.11 Faults in rotor winding protection

Wound rotor machines can be shielded to some extent from rotor winding faults through an
instantaneous stator current overcurrent relay element. Given that starting current is typically
restricted by resistance to a maximum of twice the full load, setting the instantaneous unit
to around three times full load with a brief time delay of approximately 30 milliseconds can
ensure safe operation. It’s important to highlight that any faults emerging in the rotor winding
wouldn’t be identified by any differential protection mechanism applied solely to the stator.

1.12 Resistance temperature detection

RTDs serve the purpose of measuring temperatures within motor windings or shaft bearings.
A temperature increase can indicate machine overload or the onset of a fault in the affected
area. Consequently, a motor protection relay typically features the capability to accommodate
multiple RTD inputs and internal logic to trigger an alarm and/or trip when temperatures
surpass the appropriate setpoint(s). In certain scenarios, high voltage (HV) motors are supplied
via a unit transformer. In such cases, some of the RTD inputs of the motor protection relay may
be allocated to monitor the transformer winding temperatures, thus offering overtemperature
protection for the transformer without necessitating a separate relay.
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1.13 Under voltage protection

Motors can experience stalling under prolonged undervoltage situations. In cases of transient
undervoltages, motors typically recover once voltage is restored, unless the power supply is in-
sufficient. Motors powered by contactors typically come with inherent undervoltage protection,
except when a latched contactor is in use. For instances where specific undervoltage tripping
is necessary, a definite time undervoltage element is employed. If two elements are available,
both alarm and trip settings can be utilized.

An interlock with the motor starter is essential to prevent relay operation when the starting
device is open; otherwise, motor starting would be indefinitely inhibited. Voltage and time
delay settings must be tailored to the system and motor characteristics, accommodating all
probable voltage dips during transient faults, motor startups, etc., to prevent unwarranted
trips. Given that motor starting can cause voltage dips down to 80% of nominal, the voltage
setting will likely be below this threshold. Re-acceleration is typically feasible for voltage dips
lasting between 0.5 to 2 seconds, contingent upon system, motor, and drive attributes, thus
necessitating time delay settings that consider these factors.

1.14 Loss of load protection

Loss-of-load protection serves various purposes. It can safeguard a pump from losing its prime,
halt a motor in the event of mechanical transmission failure (e.g., conveyor belt), or shield
synchronous motors against supply loss. This function is typically executed through a low for-
ward power relay element, which is interlocked with the motor starting mechanism to prevent
operation when the motor is tripped, thereby averting unintentional motor starts.

During startup against minimal loads (e.g., compressor), this function may need to be temporar-
ily disabled to prevent improper operation. The relay’s setting is influenced by the specific pro-
tection required, and a time delay might be necessary after the element is activated to prevent
operation during system transients, particularly crucial for synchronous motor loss-of-supply
protection.

1.15 Motor protection examples

This section gives examples of the protection of LV induction motors.
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1.15.1 Protection of LV motor

LV motors are commonly fed via fused contactors and therefore the tripping times of a pro-
tection relay for overcurrent must be carefully co-ordinated with the fuse to ensure that the
contactor does not attempt to break a current in excess of its rating.The following table gives
details of an LV motor and associated fused contactor.

1.15.1.1 CT ratio

The relay is set in secondary quantities, and therefore a suitable CT ratio has to be calculated.
From the relay manual, a CT with 5A secondary rating and a motor rated current in the range
of 4-6A when referred to the secondary of CT is required. Use of a 150/5A CT gives a motor
rated current of 4.4A when referred to the CT secondary, so use this CT ratio.
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1.15.1.2 Overcurrent (short-circuit) protection

The fuse provides the motor overcurrent protection, as the protection relay cannot be allowed
to trip the contactor on overcurrent in case the current to be broken exceeds the contactor
breaking capacity. The facility for overcurrent protection within the relay is therefore disabled.

1.15.1.3 Thermal overload protection

The motor is an existing one, and no data exists for it except the standard data provided in
the manufacturer’s catalogue. This data does not include the thermal (heating) time constant
of the motor.
In these circumstances, it is usual to set the thermal protection so that it lies just above the
motor starting current.
The current setting of the relay Ib, is found using the formula

Ib = 5In

Ip

(1.10)

Where :
In = motor rated primary current
Ip = CT primary current
Hence:

Ib = 5 ∗ 132
150 = 4.4A (1.11)

With a motor starting current of 670% of nominal, a setting of the relay thermal time constant
with motor initial thermal state of 50% of 15s is found satisfactory, as shown in the previous
figure.
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Figure 1.12: Motor protection example – contactor-fed motor

1.15.1.4 Negative sequence (phase unbalance) protection

The motor is built to IEC standards, which permit a negative sequence (unbalance) voltage
of 1% on a continuous basis. This would lead to approximately 7% negative sequence current
in the motor. As the relay is fitted only with a definite time relay element, a setting of 20%
(from is appropriate, with a time delay of 25s to allow for short high-level negative sequence
transients arising from other causes.

1.15.1.5 Loss of phase protection

The relay has a separate element for this protection. Loss of a phase gives rise to large negative
sequence currents, and therefore a much shorter time delay is required. A definite time delay
of 5s is considered appropriate.
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1.16 Conclusion

Chapter 1 concludes by summarizing the essential aspects of electrical motor protection, high-
lighting the importance of safeguarding AC motors from various faults and conditions. It reit-
erates the need to consider motor characteristics and differentiate between external conditions
and internal faults. This chapter sets the foundation for understanding modern relay designs
and protection mechanisms that are critical for ensuring motor reliability and efficiency.
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Chapter 2

A Comprehensive Overview of In Salah
Gas Technology and Relay Protection
Systems

2.1 Introduction

Chapter 2 introduces the In Salah Gas (ISG) project, detailing its organizational structure,
site operations, and the integration of advanced relay protection systems like Gemstart 4 for
effective motor control and monitoring.

2.2 In Salah Gas overview

2.2.1 Introduction

In Salah Gas is a subsidiary of Sonatrach that plays a significant role in natural gas production,
accounting for almost 10% of Algerian gas.

It operates the gas from District 3 field, which is developed by Sonatrach, BP, and Statoil.
Seven main fields have been identified: Krechba, Teg, Reg, Garet el Befinat, Hassi Moumene,
In Salah, and Gour Mahmoud. Additionally, a new gas pipeline booster station and a fiscal
metering facility are located in Hassi R’Mel, before connecting it to the national gas distribution
center (CNDG). ISG is currently operated by joint-venture Sonatrach-ENI-Equinor.

2.2.2 In Salah Gas organisational philosophy

In Salah Gas is organized into different departments to cover functional and operational ac-
tivities. Overall, ISG’s organization is specific and differs greatly from traditional ones. The
new aspect is that it’s horizontal, allowing for greater flexibility and significantly facilitating
communication between different hierarchical levels. In theory, the schematic aspect of this
organization shows a certain complexity and significant scope, but in reality, traditional hi-
erarchical boundaries are largely surpassed, thus allowing for the free flow of good ideas and
personal innovations.
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2.2.3 Sites overview

According to the development plan for the first phase, dehydrated gas from TEG and REG is
sent to the central processing facilities (CPF) in Krechba through the 38-inch pipeline. After
separation and cooling, dehydration, and conditioning, gas from the Krechba field is combined
with gas from TEG and REG.

At the Krechba CPF, the gas mixture from the three sites is treated with an amine solution to
remove CO2, and then the gas is dispatched to Hassi R’Mel. Hassi R’Mel is located 456.3 km
north of Krechba. At Hassi R’Mel, the gas is recompressed and exported to the natural gas
distribution center (CNDG) collector.

Figure 2.1: overview of installations

2.2.4 In Salah Central Processing Facility

The In Salah South Fields Project adds the four southern fields of Garet el Befinat (GBF),
Hassi Moumene (HMN), In Salah (IS), and Gour Mahmoud (GMD) to support production
when production decreases in the first three Northern Fields.

Gas from the IS, GMD, HMN, and GBF fields is dehydrated at a new CPF (IS CPF) located
near the HMN field and then exported to REG CPF through a new carbon steel pipeline.

Gas from IS CPF will be routed to REG where it mixes with gas from the REG field, com-
pressed, dehydrated, and exported in two parallel pipelines to ICP.
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Figure 2.2: In Salah field (IS)

In Salah CPF includes:

- Three receiving pigs on the IS/GMD, GBF and HMN pipelines

- Finger-type condensate separator

- Input separator

- Two dehydration trains

- Produced water system including re-injection

- Launcher wiper

- Utilities

2.3 What is Gemstart 4

Gemstart 4 is at the heart of an intelligent motor control centre.It is used to control and monitor
motors installed in a wide range of process applications. One Gemstart 4 unit is required per
motor and can operate as part of a network or as a stand alone device.The next figure illustrates
a typical Gemstart 4.3 unit.
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It is used to provide any or all of the following facilities:

- Motor protection, for example protection against thermal overload, motor startup current
and earthing faults

- Application protection; for example protection against under current and instantaneous
overcurrent

- Process monitoring to check for phase current imbalance

- Maintenance prediction, for example the hours run and the number of start/stop opera-
tions

- Motor control, for example startup duration time

- User interface; which for example provides fault descriptions and warnings information

A Gemstart 4 unit consists of the following:

- Analogue inputs to monitor phase currents, phase voltage and earth faults

- Digital inputs to monitor plant conditions and push button control

- A serial link for remote control and condition monitoring (up to 100 units per link)

- Outputs to operate contactors or provide remote signalling

- A Liquid Crystal Display (LCD) to indicate status and mode

- Light Emitting Diodes (LED’s) to highlight status

- Hand Held Programmer port

These facilities allow for control and monitoring of not just a single specific motor but, when
used as part of an intelligent control system, the control and monitoring of a whole process.

The true power of Gemstart 4 is its ability to be integrated into such a scheme. You are
provided with operator feedback, remote logging and full Distributed Control System (DCS)
integration which enables you to introduce predictive maintenance schemes and fully integrated
automatic plant. Further, because all communications are serial link based, your installation
and commissioning costs are vastly reduced.

As well as remote monitoring Gemstart 4 also has a local information display.The LCD shows
you information in your chosen language, for example motor current and fault condition. LED’s
highlight specific running conditions, for example running, stopped.

You are able to obtain more detailed information via the Hand Held Programmer(HHP) where
the configuration of the unit can be viewed together with the trip history and a more detailed
fault description. The HHP also allows you to control the motor locally. Security of the HHP is
guaranteed by the inclusion of a key switch which avoids inadvertent or unauthorised operation
of the control functions.
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Figure 2.3: A typical Gemstart 4.3 unit

2.3.1 Gemstart protection functions

- Protection/FLC Setting

- Protection/Startup Current

- Protection/Startup Time

- Protection/Thermal Overload

- Protection/Restart Inhibit

- Protection/Single Phasing

- Protection/Imbalance

- Protection/Voltage protection

- Protection/Earth Fault Protection

2.3.2 Input functions

- Interlock An active signal from a field switch will cause an INTERLOCK trip.
Usually a normally closed self clearing trip(Interlock). Used to indicate that an unsafe
condition has occurred and the contactor requires opening. Usually applied to the Inter-
lock input where it directly removes the feed to the contactor

- Manual Start A / Manual Start B A signal from Push-button requesting the motor
to be started. An active signal will cause a start request for contactor A (or B). If the
unit is in manual mode and available then the unit will close the relevant contactor. If a
single contactor type (such as DOLE) is selected then Manual Input B acts as a second
source of start for that contactor.
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- Process Stop A / Process Stop B A signal from field push button. A microprocessor
based STOP signal. This signal causes the contactor(s) to open only if Gemstart is in
manual mode. The contactor will not open if manual mode has not been selected.

- Hard StopHard Stop is a signal from field push button. It is a microprocessor based
STOP signal. This signal causes the contactor(s) to open in any mode. A trip will not
be reported if the unit is in manual mode or manual mode can be forced.

2.3.3 Circuit diagram of Gemstart 4.3

Figure 2.4: Gemstart Circuit
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2.3.4 Current Transformer Selection

A current transformer (CT) is a type of instrument transformer used to measure alternating
current (AC) by producing a reduced current proportional to the current flowing in a circuit.

It consists of a primary winding through which the current to be measured passes and a sec-
ondary winding connected to measuring instruments. CTs are crucial for accurate current
measurement in power systems and electrical equipment.

To measure the current Gemstart 4 requires a Current Transformer (CT) to sense the current.
Two or three CT’s are required.
If you use two CT’s then the third phase current is generated by residually summing the other
two phases.

Note: If an earth fault occurs in the third phase a two CT Gemstart 4 will not sense it without
a Core Balance Transformer

Motor Run Cur-
rent (Amps) CT Value Phases

measured
0.5 to 3 Amps
1.0 to 6 Amps
1.5 to 9 Amps
2.5 to 15 Amps
5.0 to 30 Amps
7.5 to 45 Amps

2Amps
4Amps
6Amps
10Amps
20Amps
30Amps

L1,L2,L3

10 to 60 Amps
15 to 90 Amps
25 to 150 Amps

40Amps
60Amps
100Amps

L1,L2,L3

The FLC rating is based on the nominal rating of the CT but you can adjust it down to 25%
of the CT rating and up to 150% of the CT rating.

2.3.5 Earth fault measurement

It is also possible to use residually connected CT’s to measure earth fault current. This is
provided for by externally connecting the CT outputs through a load resistor.

Both methods of earth fault have their advantages and disadvantages as outlined in Table:

CBCT advan-
tages

CBCT disadvan-
tages

Residual
advan-
tages

Residual
disadvan-
tages

Sensitivity in-
dependent of
phase current

Bulky ,Expensive,
Inflexible

Cheap
,More
compact

Accuracy
relies on
CT match-
ing
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2.4 Sub-Station PLC overview

2.4.1 PLC System

One Hot Standby RTU PLC system is installed at each package substation at the Krechba,
Hassi R’Mel, Reg and Teg sites. Each PLC system is dedicated to provide the control and
monitoring of the associated switchgear located within each substation.

Each PLC system is made up of two identical GE Fanuc PLC racks. At any one time, one PLC
rack performs ‘duty’ mode operations (or online) providing communications functions to each
part of the system, while the other PLC is in ‘standby’ mode (offline), ready to take the ‘duty’
status in the event of failure of the other PLC or other system component.

As far as is practicable each PLC rack utilises its own system components to provide the system
with the greatest measure of redundancy possible. The PLC system communicates via serial
links to Gemstart 4 units, Micom units (via KITZ) and the DCS Yokagawa system. It also
provides communication to the Gemview SCADA system and between each pair of PLC racks
via a TCP/IP Ethernet network.

Figure 2.5: Generic overview

Sub-Station PLC overview Page 48



A Comprehensive Overview of ISG Technology and Relay Protection Systems

2.4.2 Gemview SCADA

The Gemview system is a bespoke SCADA system that communicates to the ‘duty’ (online)
PLC via a TCP/IP Ethernet network. The Gemview SCADA uses the PLC system communica-
tions links to provide monitoring and configuration of the Gemstart4 units, and monitoring and
control of the Micom units. Various data screens are available for the retrieval and monitoring
of data. Available functions include, but are not limited to:

- Gemstart and Micom status screens Running / tripped / alarm status, communica-
tions status, fault codes, analogue measurement values, etc.

- Gemstart Motor Trending Real time trend graphs for all Gemstart motor currents,
including historical trend current database.

- Event Log Database that logs all Gemview SCADA events and alarm, trip and commu-
nications events for Gemstart and Micom units

- Single Line Diagram Pictorial overview of the electrical distribution system for the
substation, denoting circuit breaker states and conditions.

2.4.3 Gemstart

The PLC system references the Gemstarts by their serial link number and serial link address.
This is clearly displayed on the left side of the LCD:

Figure 2.6: Link number and address
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2.4.4 MICOM Relays

A range of Micom units are installed in the switchgear to provide motor and transformer
protection. Micom units have the ability to communicate on a serial link to the PLC via a
KITZ unit.
The PLC system references the Micoms by their serial link address.

Figure 2.7: MICOM

2.4.5 KITZ Units

The KITZ unit is an intermediary device that provides protocol conversion and data concen-
tration between the Micom relays and PLC system. The PLC system is then able to receive
data from, and send control commands to the Micom relays via the KITZ unit.
The KITZ unit requires data mappings to be programmed specific to the number and type of
connected Micom relays. Each KITZ has the capability of communicating with up to a maxi-
mum of 20 Micom relays.
The KITZ unit is also programmed with its own serial link address of 21 (with addresses 1-20
being reserved for the use of any connected Micom relays).

Figure 2.8: KITZ
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2.4.6 PLC Panel Layout

Following are photographs of the Krechba PLC panel

Figure 2.9: PLC Panel

Note: The system comprises two KITZ units, each configured to manage 20 motors rated at
5.5 kV. To facilitate seamless communication, the system employs a Modbus protocol, which
interfaces with a Courier Protocol Converter. This arrangement ensures efficient and reliable
data exchange for the control and monitoring of all 40 motors, allowing for effective management
and operation within the network. The use of the Courier Protocol Converter optimizes the
communication process, enhancing the overall performance and responsiveness of the system.

2.5 Conclusion

Chapter 2 concludes by emphasizing the importance of the In Salah Gas (ISG) project’s orga-
nizational structure and its operational effectiveness in Algeria’s natural gas production. The
chapter highlights how ISG’s integration of advanced relay protection systems, like Gemstart
4, ensures efficient motor control and monitoring. The detailed examination of ISG’s processes
and technologies underscores the project’s critical role in maintaining reliable and safe gas pro-
duction operations. This sets the stage for further discussions on technological advancements
and their practical applications in industrial settings.
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Chapter 3

General overview of a PLC & Tia
Portal Software

3.1 Introduction

In this chapter, we will provide a general overview of the programming and supervision software
(TIA Portal) and what is a programmable ladder controller. We will summarize all the possible
tasks to be handled in our project and list the main parts that are found in the PLC,its
programming language and the wich type we will be using. As a reader of this thesis (e.g., this
chapter), you can learn about programming or creating automation projects using TIA Portal.

3.2 General information about Programmable Logic Con-
troller (PLC)

3.2.1 Definition

A Programmable Logic Controller (PLC) is an industrial digital computer designed to perform
control functions, typically for manufacturing processes or machinery. It is robust and adapt-
able, capable of withstanding harsh industrial environments. PLCs receive input signals from
sensors and devices, process these signals based on a pre-programmed logic, and then send
output signals to actuators and other equipment to control and automate processes. They are
essential components in modern industrial automation due to their reliability, flexibility, and
ability to integrate with various control systems.
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3.2.2 PLC Architecture

- Internal Architecture

1. Power Module: It ensures the distribution of energy to the different modules.

2. Central Processing Unit (CPU): Based on a microprocessor, it performs all logical, arith-
metic, and numerical processing functions (transfer, counting, timing, etc.).

3. Internal Bus: It allows communication between all blocks of the PLC and any extensions.

4. Memories: They store the operating system (ROM or PROM), the program (EEPROM),
and system data during operation (RAM).

5. Input/Output Interfaces:
Input Interface: It receives information from the Process Automation System (S.A.P.)
or the control panel and formats (filtering, etc.) this signal while electrically isolating it
(optocoupling).
Output Interface: It controls various actuators and signaling elements of the S.A.P. while
ensuring electrical isolation.

Figure 3.1: Internal Architecture

- External Aspect

PLCs can be compact or modular.

- Compact PLCs: These include programming modules (e.g., Siemens LOGO, Schneider
ZELIO, Crouzet MILLENIUM) and micro PLCs. They integrate the processor, power
supply, inputs, and outputs. Depending on the models and manufacturers, they may per-
form additional functions (fast counting, analog I/O, etc.) and receive a limited number
of extensions.

- Modular PLCs: The processor, power supply, and input/output interfaces reside in sepa-
rate units (modules) fixed on one or more racks. These PLCs are integrated into complex
automation systems where power, processing capacity, and flexibility are required.
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Figure 3.2: Compact PLC (Allen-Bradley)

Figure 3.3: Modular PLC (Siemens)

- Elements of a PLC

1. The Processor: The processor is the core of the PLC, responsible for processing the
operation program instructions. In addition to this main task, it performs several other
important functions (managing the PLC’s inputs and outputs, conducting diagnostic
tests, and monitoring the PLC’s status).
To accomplish these functions, the processor is equipped with registers, which are fast
memories used to store and manipulate data. These registers can also be used to combine
external data with that of the PLC to perform more complex operations.
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2. Memories: The PLC stores information in its memory, which consists of several elements:
• ROM (Read Only Memory): Used to store the operating system and data required by
the processor.

• RAM (Random Access Memory): Used to store the user program, temporary data,
and information about the status of inputs and outputs.
• EPROM (Erasable Programmable Read Only Memory): Sometimes used to perma-
nently store programs.

3. Input/Output Modules: Input/output modules play a crucial role in industrial automa-
tion by connecting the CPU to the process. They retrieve information about the process
state and coordinate actions. Several types of modules are available depending on the
requirements:
• Digital Input/Output (TOR) Modules: Process binary information (true/false, 0 or
1). They are used to process signals from sensors with electrical contacts such as push
buttons or switching points.
• Analog Input/Output Modules: Process continuous information within a given range
(e.g., 4-20 mA). They are used to process signals from sensors with analog outputs such
as flow meters, level sensors, thermometers, etc.
• Specialized Modules: Process binary or hexadecimal code words. They are used to
process signals from computers or intelligent modules.

4. Power Supply: The PLC’s power supply transforms the 220V AC mains electricity or
24V DC from an external source into appropriate internal voltages for the PLC modules.
It is equipped with monitoring devices that detect voltage drops or mains power failures
and monitor internal voltages to ensure optimal safety. In case of failure, these devices
can trigger a priority backup procedure.

5. Communication Links: Communication links in the PLC are essential for enabling com-
munication between different blocks of the PLC and any extensions. They are made both
externally through terminals for electrical signals transported by cables and internally
through buses connecting different elements to exchange data, statuses, and addresses.
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6. PLC Program Processing: The processing of the PLC program follows a standard pro-
cedure. Firstly, the PLC performs control operations and updates certain system pa-
rameters, such as detecting transitions in RUN/STOP mode and updating timestamp
values. Then, the PLC reads inputs synchronously and stores them in the input image
memory. Next, the PLC executes the program instruction by instruction and writes the
corresponding outputs to the output image memory. Finally, the different outputs are
switched to the defined positions synchronously.

Figure 3.4: Elements of PLC

3.2.3 Programming Languages

Program descriptions can be created using the following graphical or textual languages:

- Graphical Languages

A/ Ladder Diagram (LD)
The Ladder Diagram language is based on a visual approach reminiscent of electrical
schematics (with US symbols). In the case of Boolean processing, the fundamental ele-
ments are normally closed (NC) or normally open (NO) contacts, and coils. This language
is very effective for combinational systems. However, Ladder is not suitable for complex
programs involving a large number of sequences or for complex calculations.

B/ Function Block Diagram (FBD)
Function Block Diagrams are a graphical language that allows programming using inter-
connected functional blocks. Functional blocks can be provided by a library or customized
by the user. One of the advantages of this language is the reduction of errors by using
validated blocks. FBD is the most commonly used language.
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C/ Sequential Flow Charts (SFC)
Sequential Flow Charts are derived from the GRAFCET language. This high-level lan-
guage allows easy programming of all sequential processes and is similar to state-transition
diagrams. They are particularly suited for controlling operating cycles. Graphically, there
is an alternation of step(s) — transition-step(s), etc., with directed connections. Each
transition is associated with a condition for crossing that transition; each step can define
actions to be taken. Conditions for crossing and actions are expressed in one of the lan-
guages described above.

- Textual Languages

A/ Instruction List (IL)
Instruction Lists are very similar to assembly language. An instruction starts on a line,
contains an operator, and one or more operands. Labels and comments can be introduced.
This language is not considered the most practical by most users, as transitioning from
often semi-graphical analysis to programming is not always easy, nor is debugging the
program.

B/ Structured Text (ST)
Structured Text is a high-level textual language used to describe complex procedures.
It is very similar to the Pascal language. It uses expressions, an ordered assembly of
operators, with priorities. This language thus facilitates the implementation of complex
algorithms involving a lot of numerical processing. On the other hand, it is less convenient
for developing Boolean functions.

Figure 3.5: Different Types of PLC Programming Languages
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3.2.4 PLC S7-1200

- Definition of PLC S7-1200

The Siemens S7-1200 is a programmable logic controller (PLC) designed for a wide range of
automation applications. It is part of the SIMATIC family of controllers and is known for
its compact design, flexibility, and ease of use. The S7-1200 is suitable for both simple and
complex automation tasks, making it ideal for small to medium-sized control applications.

Figure 3.6: PLC S7-1200

- Characteristics of PLC S7-1200

1. Compact Design: The S7-1200 has a modular and compact design, which saves space and
allows for easy installation in control cabinets.

2. Flexible Configuration: It supports a variety of expansion modules, including digital and
analog input/output modules, communication modules, and special function modules.

3. Integrated PROFINET Interface: This allows for seamless communication and integration
within industrial networks, providing connectivity to other devices and systems.

4. Scalability: The S7-1200 can be scaled to fit the requirements of different applications, from
simple control tasks to more complex automation solutions.

5. High Performance: It features a powerful CPU that ensures fast processing speeds and high
performance in executing control tasks.

6. User-Friendly Programming: The S7-1200 can be programmed using the TIA Portal (Totally
Integrated Automation), which provides an intuitive and efficient programming environment.

7. Built-in Security Features: The PLC includes integrated security functions to protect against
unauthorized access and data manipulation.

8. Versatile Communication Options: Besides PROFINET, the S7-1200 supports various com-
munication protocols, such as Modbus TCP/IP, and can connect to a wide range of devices
and systems.
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9. Diagnostics and Maintenance: The PLC offers comprehensive diagnostic tools and mainte-
nance features, which help in reducing downtime and improving system reliability.

10. Energy Management: It includes features for energy management and monitoring, which
contribute to energy-efficient operations.

- Conclusion:

The Siemens S7-1200 PLC is a versatile and powerful controller suitable for a wide range of
automation tasks. Its compact design, high performance, and flexibility make it an excellent
choice for small to medium-sized applications. With its integrated PROFINET interface, user-
friendly programming environment, and robust security features, the S7-1200 ensures efficient
and reliable control of industrial processes. Whether used for simple control tasks or more
complex automation solutions, the S7-1200 provides a scalable and efficient platform for modern
industrial automation.

3.3 General Presentation of the Software

3.3.1 Definition

The Totally Integrated Automation Portal platform is the new Siemens working environment
that enables the implementation of automation solutions with an integrated engineering system
including SIMATIC STEP 7 and SIMATIC Win CC software.

3.3.2 Software Usage

Totally Integrated Automation optimally meets all requirements while being open to inter-
national standards and systems from other manufacturers. With its six system properties
(engineering, communication, diagnostics, safety (Safety), data security (Security), and robust-
ness), Totally Integrated Automation supports the entire lifecycle of a machine or installation.

3.3.3 TIA Portal User Interface Structure

There are three different views for each automation project, and you can switch between views
using a link.
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3.3.3.1 Portal View

The portal view (Figure 3.7) offers a task-oriented view of the tools. You can quickly decide
what you want to do and call the required tool for the corresponding task.

Figure 3.7: Portal view

- Portals for Different Tasks: Portals provide the basic functions required for each type of
task. The portals available in the portal view depend on the installed products.

- Actions Corresponding to Selected Portal: Depending on the selected portal, the actions
you can perform are offered.

- Selection Window Corresponding to Selected Action: The selection window available in
each portal. Its content adapts to the current selection.

- The "Project View" link allows you to switch to the project view.

- Display of the Currently Open Project: Provides information about the currently open
project.
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3.3.3.2 Project View

The project view (Figure 3.8) corresponds to a structured view of all components of the project.

Figure 3.8: Project view

- The title bar displays the project name.

- The menu bar contains all the commands you need to perform your tasks.

- The toolbar provides buttons for executing the most commonly used commands.

- The project tree allows you to access all project components and data.

- The details view displays certain contents of a selected object in either the overview
window or the project browser. This can include lists of texts or variables.

- The workspace displays the objects that are opened for editing. These can be editors and
views or tables.

- Split bars separate different elements of the software interface, and the arrows on these
split bars allow you to show or hide adjacent interface elements.

- The inspection window displays additional information about the selected object or the
actions being performed.
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- The "Portal View" link allows us to switch to the portal view.

- The editors bar displays the open editors.

- The status bar visualizes the progress of processes currently running in the background.
You can interrupt background processes using the button next to the progress bar.

- Available Task Cards are displayed in a bar on the right edge of the screen. You can
open or close this bar at any time, and the Task Cards offered depend on the installed
products.

3.3.3.3 Library view

The library view displays an overview of the elements in the project library and any open global
libraries. You can switch to the library view using the "Libraries" Task Card.

3.4 Create and manage projects

3.4.1 Creating a new project

To create a new project, follow these steps:

- Choose the "New" command in the "Project" menu (The "Create Project" dialog box
opens).

- Enter the desired name and path for the project or use the suggested data.

- Click the "Create" button. The new project is created and displayed in the project browser,
see (Figure 3.9).

Figure 3.9: Creating a new project
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3.4.2 Open projects

To open an existing project, follow these steps:

- Choose the "Open" command in the "Project" menu (The "Open Project" dialog box
opens, displaying a list of recently used projects).

- Select a project from the list and click "Open."

- If the desired project is not in the list, click the "Browse" button, navigate to the desired
project folder, and open the project file.

Figure 3.10: Open from an existing project

Projects in the current project format open in the project view. If you have chosen a project
from an earlier version of TIA Portal, the "Upgrade Project" dialog box opens.

3.4.3 Viewing project properties

To display the project properties, follow these steps:

1. Select the open project in the project browser.

2. Choose the "Properties" command from the project’s context menu (the dialog with the
project properties opens).

3. Select the desired project properties from the screen navigation to display them.

Here are the points belonging to the properties:
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- Project Metadata: Here, you can obtain information such as the creation date, author,
backup directory, project size, copyright remarks, project languages, etc.

- Project History: The project history provides an overview of important elements in
the lifecycle of a project. For example, you can find the version of TIA Portal with which
a project was created and whether it has since been converted to another version, etc.

- Support Packages in the Project: An overview of additional software required for
processing all devices in the project is displayed here. It also includes a list of installed
GSD files (device description files for other devices in the hardware catalog).

- Project Software Products: You can display an overview of all installed software
products required for the project.

Figure 3.11: The window where we manage the properties of a project

3.5 Edit project data

3.5.1 Compilation of Project Data

During compilation, project data is converted so that it can be read by the device. Hardware
configuration data and program data can be compiled together or separately.

The following project data must be compiled before loading:

- Hardware data of the project, e.g., device configuration data or networks and connections.

- Software data of the project, e.g., program blocks or process views.
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To compile project data, follow these steps:

1. In the project browser, select the devices for which you want to compile the project data.

2. Choose the desired option from the "Compile" submenu of the context menu. When
compiling project data, various options are available depending on the device:

– Hardware and software (changes only)
– Hardware (changes only)
– Hardware (full compilation)
– Software (changes only)
– Software (full compilation of blocks)
– Software (reset memory reserve)

3. The project data is compiled, so you can check the success of the compilation in the
inspection window, under "Info == Compiler."

Figure 3.12: The window that displays the compilation status

3.5.2 Load project data

To configure your automation system, it’s necessary to load the project data generated offline
into the connected devices. This project data is generated, for example, during hardware
configuration, network configuration, and programming of the user program.
During the initial loading, all project data is loaded. Subsequently, only modifications are
loaded. You can load project data into devices and onto memory cards.

- Load project data into a device:
If the project data is consistent and each device to be loaded is accessible via online
access, you can load the project data into the selected devices. Here’s how to proceed:

1. Select one or more devices in the project browser.
2. Right-click on a selected object. The context menu will open.
3. Choose the desired option from the "Download into device" submenu of the context

menu.
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4. Check the messages in the "Loading Preview" dialog box.
5. Click the "Load" button. Once loading is possible, the "Load" button becomes active.
6. Click the "Finish" button. The selected project data has been loaded into the devices.

Figure 3.13: The loading window

Here are the options available for the object you want to load:

– Hardware and software (changes only): Both hardware configuration and software
are loaded to the target in case of discrepancies between online and offline versions.

– Hardware configuration: Only the hardware configuration is loaded into the target.
– Software (changes only): Only elements that are different online and offline are

loaded into the target.

- Load project data from a device:
If an object is open and if the hardware configuration and software to be loaded must be
compatible with TIA Portal, you have two options for loading project data from a device
to your project. To load the entire device into your project, follow these steps:

1. Select the project name in the project browser.
2. In the "Online" menu, choose the "Load device as new station (hardware and soft-

ware)" command. The "Load device into PG/PC" dialog box opens.
3. Select the type of interface you want to use for the loading procedure and select the

interface to be used.
4. In the table of accessible subscribers, select the subscriber from which you want to

load the project data.
5. Click on "Load".
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- Load project data from a device:
To load only the project data from a device into your project, please follow these steps:

1. Establish an online connection with the device from which you want to load the
project data.

2. Select the device in the project browser.
3. Choose the "Load from device (software)" command in the "Online" menu. The

"Preview for device loading" dialog box opens.
4. Check the messages in the "Preview for device loading" dialog box.
5. Click the "Load from device" button (Once loading is possible, the "Load from device"

button becomes active). The loading process will then execute.

3.5.3 Project data protection concept

You have the option to protect your project data against unauthorized access. This includes,
for example:

– Access protection for devices.

– Protection against copying and displaying objects. Limitations for the output of objects
with Know-How protection.

3.6 Using reference projects

You have the option to open projects as references in addition to the current project. You can
use these reference projects as follows:

– You can drag individual objects from a reference project into the current project and edit
them there.

– You can open certain objects, such as code blocks, from a reference project in read-only
mode. However, this is not possible for all elements.

– You can compare devices from the reference project with devices from the current project
using an offline/offline comparison.
To open a reference project, follow these steps:

1. Click on "Open reference project" in the toolbar of the "Reference Projects" palette
in the project browser. The "Open reference project" dialog box opens.

2. Navigate to the desired project folder and open the project file.
3. Click on "Open". The selected project opens in read-only mode as a reference project.
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3.7 Simulate devices

TIA Portal allows you to simulate and test the hardware and software of the project in a
simulated environment. The simulation runs directly on the PG/PC, so no additional hardware
is required. Follow these steps to start the simulation function:

1. Select the device you want to simulate, for example, in the project browser.

2. Choose the "Simulation > Start" command from the "Online" menu.

3.8 Editing devices and networks

– The hardware and network editor is the integrated development environment for config-
uring, parameterizing, and networking devices and modules. In the project navigation,
double-click on the "Devices and Networks" command to open the hardware and network
editor.

– The hardware and network editor offers three different views of your project. You can
switch between these three views at any time, depending on whether you want to create
and edit individual devices and modules, complete device configurations and networks,
or the topological structure of your project.

– You select the required devices and modules for your automation system from the hard-
ware catalog and insert them into the device, network, or topological view.

– The inspection window contains information about the currently selected object. You can
modify the settings of the selected object there.
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Figure 3.14: The devices and networks editor window

3.8.1 Device Configuration

To create an automation system, you need to configure, set up, and connect the various hard-
ware components. When the automation system starts up, the CPU compares the intended
software configuration with the actual configuration of the installation. This allows any poten-
tial errors to be detected and reported immediately.

- Using Chassis: To assign a module to a device, you need a chassis. You attach the
modules to the chassis and connect them to the CPU. When you add a device in the net-
work view, this automatically creates a station and an appropriate chassis for the selected
device. In the device view, the chassis is displayed with available slots. The number of
available slots depends on the type of the object.

- Adding a Device to the Hardware Configuration: To add a network-capable device
to the hardware configuration, drag and drop from the hardware catalog into the network
view or the topological view. There are other ways to add a device, such as:

– Using the "Insertion == Device" command in the menu bar of the network view or
the topological view.

– Using the context menu of a device in the hardware catalog for "Copy" and "Paste".

An appropriate chassis is created simultaneously with the new device. The selected device
is plugged into the first available slot on the chassis.
If you haven’t selected a CPU yet but want to start programming or use an existing
program, you can use an unspecified CPU. To create an unspecified CPU in the portal
view, follow these steps: In the portal view, choose the "Devices and Networks" menu,
then the action "Add Device." An unspecified CPU is created, and the device view of this
CPU is displayed.
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- Module Arrangement on the Created Chassis: Once you have added devices from
the catalog into your configuration from the network view, you can proceed to insert
modules into the devices. To plug a module into a chassis in the device view, you have
the following options:

– For a valid empty slot, double-click on a module in the hardware catalog.

– Drag and drop from the hardware catalog onto a valid empty slot in the graphical or
tabular area.

Once a module is plugged into a chassis with a CPU already plugged in, the address areas are
automatically checked. You can copy (move, delete, and replace) hardware components in the
device view.

- Editing Properties and Parameters: Once you have inserted the hardware compo-
nents onto the chassis, you can edit the default properties in the hardware and network
view, e.g., parameters and addresses.
To modify the properties and parameters of the components, follow these steps:

1. In the graphical representation, select the CPU, module, chassis, or interface to
edit.

2. Define the parameters of the selected object. In the inspection window, the various
possible parameters are available under "Properties."

Figure 3.15: Editing properties in the device view
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3.8.2 Network Configuration

In the project, you can create and network devices using communication-capable compo-
nents. For networking devices, you have the following options:

– Connect the interfaces of communication-capable components together. This way,
you create a new subnet suitable for the type of interface.

– Connect the interface of communication-capable devices to a new or existing subnet.

– Configure connections via graphical configuration of connections; missing connec-
tions are automatically detected and created, or through interactive dialogue.

Depending on the different tasks assigned to devices or due to the extension of the in-
stallation, it may be necessary to operate multiple subnets. These subnets are managed
within a project.

3.8.3 Diagnose devices and networks

Diagnosing devices and networks is a very important part of editing projects in TIA
Portal, as it provides an overview of the automation system’s status. You can diagnose
hardware in the "Online and Diagnostics" view, in the "Online Tools" Task Card, or in
the "Diagnostic Device Information" area of the inspection window.

3.8.4 Structure of the Online and Diagnostic View

The Online and Diagnostic view consists of two windows:

– The left window (black frame) displays a tree structure with folders and groups
(when folders are opened).

– The right window (red frame) contains the details of the selected folder or group.

It includes the "Online Access" group and the "Diagnostic" and "Functions" folders:

– "Online Access" Group: Indicates whether there is currently an online connection
to the corresponding target. You can establish or suspend the online connection.

– "Diagnostic" Folder: Contains several diagnostic groups for the selected module.

– "Functions" Folder: Contains several groups where you perform settings or com-
mands for the selected module.

3.8.4.1 Detecting faulty devices among those online

Detecting faulty devices among those online: In the "Diagnostic == Device Information"
area of the inspection window, you have an overview of faulty devices for which there is
or has been an online connection.
The "Diagnostic == Device Information" area of the inspection window consists of ele-
ments (Header containing the number of faulty devices and Table with detailed informa-
tion on each faulty device).
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The table includes the following columns:

– Online Status: Contains the online status as a diagnostic icon and in words.

– Operational Status: Contains the operational status as an icon and in words.

– Device/Module: Name of the relevant device or module.

– Message: Explains the entry in the previous column.

– Details: The link opens the Online and Diagnostic view of the device or brings it to
the foreground. If there is no longer an online connection, the link opens the dialog
box to establish the connection.

– Help: The link provides additional information about the fault.

3.9 PLC Programming

3.9.1 User Program Creation

The operating system is a component of the CPU and is already installed in the CPU
upon delivery. Each CPU contains an operating system that organizes all functions and
processes of the CPU that are not related to a specific automation task. The tasks of the
operating system include:

– Boot process (hot start)

– Updating the input and output image memory

– Calling the user program

– Alarm acquisition and calling of alarm OBs

– Error detection and processing

– Memory area management

The user program contains all the functions required for processing specific automation
tasks. You create the user program and load it into the CPU. Functions of the user
program include:

– Checking prerequisites for startup (hot start) using start-up OBs, end position limit
switches, or active safety devices, for example.

– Processing process data, such as binary signal combination, reading and evaluating
analog values, determining binary output signals, and outputting analog values.

– Responding to alarms, such as diagnostic alarm in case of lower limit exceeding of
an analog extension module.

– Handling disturbances in the normal program execution.
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Linear and Structured Programming:
You can solve small automation tasks by writing the entire user program linearly in a cyclic
OB. This approach is recommended only for simple programs. Realizing and maintaining
complex automation tasks are simpler if these tasks are divided into several smaller partial
tasks that correspond to the technological functions of the automation process or can be
used multiple times. In the user program, these partial tasks are represented by blocks.
Each block constitutes an independent section of the user program.
Structuring the program offers the following advantages:

– Programming large programs is clearer.

– Some parts of the program can be standardized and used multiple times with chang-
ing parameters.

– Program organization is simplified.

– It is easier to modify the program.

– Program testing is simplified because it can be performed section by section.

– Commissioning is simplified.

Overview of block types:

1. Organizational Blocks (OB): These blocks serve as the interface between the
operating system and the user program. They are called by the operating system
and control operations such as system startup behavior, cyclic program processing,
alarm-triggered program processing, and error handling. OBs can be programmed
to determine the CPU’s behavior, and different types of OBs are available depending
on the CPU used.
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Figure 3.16: The different organizational blocks

2. Functions (FC): Functions are code blocks without memory. They do not have a
data memory where parameter values can be stored. Therefore, effective parameters
must be provided to all formal parameters when calling a function.

3. Function Blocks (FB): Function blocks are code blocks that persistently store
their input, output, and input/output parameters in instance data blocks, allowing
access to them even after block processing. That’s why they are also called "Memory
Blocks."

4. Instance Data Blocks (DB) and Global Blocks: Calling a function block
is referred to as an "instance." For each instance of a function block, an instance
data block is required, in which specific instance values for the formal parameters
declared in the FB are stored. Global data blocks store data that can be used by
all other blocks. The maximum size of global data blocks varies depending on the
CPU, and you can define the structure of global data blocks as needed.

3.9.2 Creating and Managing PLC Variable (Tag) Tables

PLC variable (Tag) tables contain definitions of API variables and symbolic constants
valid across the entire CPU. You can create multiple user-defined API variable tables in a
CPU. Each variable table must have a unique name across the entire CPU. Follow these
steps to create a new API variable table:

1. In the project navigation, open the "PLC Variables" folder located under the CPU.

2. Double-click on the "Insert New Variable Table" entry.
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3. A new PLC variable table with the default name "Variable Table-X" is created.

4. In the project navigation, select the PLC variable table.

5. Choose the "Rename" command from the context menu.

6. Enter a unique name across the entire CPU.

Figure 3.17: Creating PLC tags

3.9.3 Programming Blocks

The programming editor is the integrated development environment for programming
functions, function blocks, and organization blocks. It provides optimal assistance when
creating programs and searching for errors. The appearance and functionality of the
programming editor may vary depending on the CPU used, the programming language,
and the type of block being used.
Displaying Program Information:
The program information of a user program contains the following views:

1. Assignment Table: This table indicates which bits of the operands in the I, Q,
and M memory areas are already assigned in the user program.

2. Call Structure: This view shows the call hierarchy of blocks within a user pro-
gram and provides an overview of the blocks used and their dependencies.

3. Dependency Structure: This view lists the blocks used in the user program. The
main block is listed at the top level, with calling or using blocks indented below it.
Instance data blocks are listed separately from the call structure.

4. Resources: This view displays the utilization of hardware resources of the CPU
for objects such as organization blocks (OB), function blocks (FC), function blocks
(FB), data blocks (DB), user-defined data types, and API variables. It also includes
information on the usage of CPU memory areas and present input/output modules.
These program information views provide programmers with insights into the struc-
ture and resource utilization of their user program, facilitating debugging, optimiza-
tion, and code maintenance.
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3.10 Visualization of Processes

As the complexity of processes increases and machines and installations must meet ever
stricter functionality specifications, operators need maximum transparency. This trans-
parency is achieved through the human-machine interface (HMI).

3.10.1 Creating and Editing HMI Objects

First, select the supervisory device "HMI device." Follow these steps to add an HMI device:

1. In the project browser, double-click on "Add Device," and the "Add Device" window
opens.

2. Select HMI or PC systems, then browse to the desired device, and select it.

3. Click "OK," and the desired device is added.

Figure 3.18: Adding a new device HMI
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3.10.2 Creating Views

In WinCC, you create views for the control/command of machines and installations. To
create views, you have predefined objects to represent your installation, display proce-
dures, and define process values. To add a new view, follow these steps:

1. In the project browser, double-click on "Views > Add New View." The view is
created in the project and displayed in the workspace. The view properties are
displayed in the inspection window.

2. Enter a descriptive name for the view.

3. Configure the view properties in the inspection window. The view is created in your
project. In the following steps, you can insert objects and control elements from
the "Tools" task card and program function keys.

The initial view is the first view displayed at runtime when the project starts. You can
define a specific initial view for each operator panel. Users call other views from the initial
view. In the project browser, double-click on "Runtime Settings > General." Select the
desired view as the "Initial View." Configure a model of objects that will be represented
in all views based on this model.

Figure 3.19: Adding a new View

3.10.3 Utilization of Objects

Objects are graphical elements used to create views in your project. The "Tools" task
card contains all the available objects for the operator panel. Depending on the currently
open editor, the tools window contains different palettes:

– Simple Tools: Simple objects are fundamental graphical objects, such as "Line,"
"Circle," "Text Field," or "Chart View," etc.

– Elements: Elements are fundamental control elements, such as "I/O Field," "But-
ton," or "Needle Instrument."
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– Controls: Controls have extended functions. They also represent process flows
dynamically, such as the curve view and the recipe view.

– Graphics: Graphics are grouped by themes in a folder hierarchy. The different
folders contain graphical representations such as machine and installation parts,
measuring devices, control elements, etc.

Figure 3.20: Toolbox

◦ Libraries Task Card: In addition to display and control objects, you also have
library objects available. They are found in the palettes of the "Libraries" task
card. A library contains pre-configured objects such as pipe graphics, pumps, pre-
configured buttons.

To insert an object into a view, drag the desired object from the "Tools" task card to that
view, and then configure it based on the object’s properties in the inspection window.
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Figure 3.21: Insert an object into a view

3.10.4 Dynamizing Views

In Win CC, you animate objects to visualize your installation on operator panels and
display the processing steps of a process. Perform dynamic animations using (Animations,
Variables, System Functions). For example, consider an image of a tank where the liquid
level increases or decreases according to a process value.

3.10.5 Use of Layers

1. Creating Layers:
Open the graphical editor (e.g., HMI editor). Go to the layer management tool,
usually found in the toolbar or the properties panel. Create new layers and give
them meaningful names to represent their purpose.

2. Assigning Objects to Layers:
Select the objects you want to assign to a layer. In the properties panel, assign the
selected objects to the desired layer.

3. Managing Layers:
Use the layer management tool to toggle visibility, lock/unlock layers, and change
the order of layers. Layers can be reordered to bring certain elements to the fore-
ground or send them to the background.
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Figure 3.22: Layers List

3.10.6 Use of Variables

In Runtime, process values are transmitted through variables. Process values are data
stored in the memory of one of the connected controllers. In the project browser, each
HMI device has a "HMI Variables" folder. Win CC uses two types of variables:

– External variables link Win CC to automation systems. The values of external
variables correspond to process values in the memory of an automation system.

– Internal variables are not linked to the process and only transmit values within Win
CC. Variable values are only available while Runtime is running.
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Figure 3.23: HMI Tags

3.10.7 Using data

Win CC provides the following archive types for archiving process data for HMI Runtime:

– A Data logs is used to archive process data from an industrial installation.

Figure 3.24: Data logs
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– An alarm logs is used to archive alarms that occur in the visualized process.

Figure 3.25: Alarm logs

3.10.8 Working with Alarms

1. Creating Alarms:
- Access the Alarm Configuration: Go to the PLC program or HMI device where
you want to configure alarms. For PLC alarms, navigate to the "PLC tags" or
"Program blocks" section. For HMI alarms, go to the HMI configuration interface.
- Define Alarm Tags: In the PLC, create tags that will trigger alarms. These tags
can be linked to specific conditions or events in your PLC logic.
- Configure Alarm Classes: Define different classes of alarms based on their severity
(e.g., critical, warning, information). This helps in prioritizing and handling alarms
appropriately.

2. Setting Up PLC Alarms:
- Program Logic for Alarms: In your PLC program, add logic to monitor conditions
that should trigger alarms. When a condition is met, the corresponding alarm tag
should be set.
- Alarm Acknowledgement: Configure how alarms should be acknowledged. This
can include automatic acknowledgment or requiring operator action to acknowledge
and reset alarms.

3. Setting Up HMI Alarms:
- Alarm Control: In the HMI, add an alarm control object to your screens. This
object will display alarms to the operator.
- Alarm Display: Configure how alarms are displayed on the HMI. You can choose
to show active alarms, historical alarms, or both.
- Alarm Acknowledgement: Set up how alarms are acknowledged on the HMI. This
can include buttons for acknowledging and resetting alarms.

Visualization of Processes Page 82



General overview of a PLC & Tia Portal Software

Figure 3.26: HMI Alarms Configuration

3.10.9 Using Recipes

Recipes group together data of the same type, such as machine settings or production
data. Examples include:

– Machine settings needed to adapt production to another product variant.

– Components that yield different end products based on the proportions of their
combination. Recipes are stored on the operator panel.

A recipe record is typically transferred completely in a single step between the operator
panel and the controller.

Figure 3.27: The recipe creation window

The simple recipe view is a predefined display and control object used to manage recipe
records. It presents records in a tabular form.

3.10.9.1 Creating a Recipe

To create a recipe, follow these steps:

1. In the project browser under the HMI object, double-click on "Recipes." The "Recipes"
editor opens.

2. In the "Recipes" editor, click "Add" in the first empty row of the table. The new
recipe is created and displayed in a row.
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Figure 3.28: The recipe view object in the supervision view

3. In the "General" section, enter a descriptive name for the recipe under "Name." This
name uniquely identifies the recipe on an operator panel.

4. Under "Display Name," enter the name that will be displayed in the recipe view
according to the language.

5. Select a recipe number under "Number." This number uniquely identifies the recipe
on the operator panel.The recipe is automatically provided with a version that
indicates the date and time of the last modification. Another option is to enter
information about the recipe as desired here.

6. Define the data storage location for recipe records under "Data Storage." The avail-
able options depend on the operator panel used.

7. Enter a tooltip that will be displayed to the operator in Runtime.

8. To grant access to recipe variables in Runtime that are configured in I/O fields,
enable "Synchronize Recipe View and Recipe Variables" under "Attributes > Syn-
chronization" in the inspection window.

9. To automatically transfer recipe variables to the controller when edited in I/O fields,
disable "Manual Transfer of Modified Individual Values (Learning Mode)."

10. To monitor the transfer of recipe data using a zone pointer in Runtime, enable
"Coordinated Transfer of Records."

11. Select the appropriate connection to the controller for this coordinated transfer
under "Synchronize with."
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3.10.10 Compiling and Loading Projects

Even as you configure a project in Win CC, the project is continuously compiled in
the background. This helps reduce the duration of the final compilation. When you
initiate compilation, an executable file for the relevant operator panel is created. Load
the compiled project onto the operator panels where you want to use the project. If your
project uses HMI variables associated with API variables, also compile all modified S7
blocks before loading them into the HMI operator panel with the "Compile == Software"
command in the context menu.

3.11 Conclusion

In this chapter, we have provided a general description of the TIA Portal, where readers
of our work can understand how TIA Portal is used. STEP7 TIA offers the possibility of
programming and testing, such as visualizing the program to address any potential errors
and making appropriate modifications before moving to implementation in the controller.
WinCC TIA provides maximum transparency and is essential for operators working in
an environment where processes are increasingly complex.
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Chapter 4

Programming of the relay
integration in the PLC

4.1 Introduction

This chapter focuses on the practical integration of relay control into a Programmable
Logic Controller (PLC) using Siemens’ TIA (Totally Integrated Automation) Portal soft-
ware. It provides step-by-step instructions on configuring hardware, developing ladder
logic diagrams, and deploying control logic to the PLC. Through practical examples and
TIA Portal screenshots, readers will learn to program relay operations effectively, enhanc-
ing their ability to design robust and efficient automation systems.

4.2 Program elaboration

4.2.1 Connection between the CT & the plc input

To interface a CT output of 0-25 mA with a PLC input of 0-10 V, a 400 resistor can be
used to convert the current to the desired voltage range, adhering to Ohm’s Law (V =
IR). This arrangement accurately represents the CT’s current signal as a voltage signal
suitable for the PLC input.

In the long term, even with numerous CTs, the resistor’s energy dissipation remains
approximately 5.475 kWh annually per motor. This energy loss is negligible even when
considering a large number of motors and won’t significantly affect the overall efficiency
or budget of most projects.

4.2.2 PLC choice

In our case, we chose the SIEMENS S7-1200 1212 AC/DC/Rly CPU programmable logic
controller, with reference of: 6ES7 212-1BE40-0XB0
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4.2.2.1 Description of the PLC

Work memory 75 KB; 120/240VAC power supply with DI8 x 24VDC SINK/SOURCE,
DQ6 x relay and AI2 on board; 4 high-speed counters (expandable with digital signal
board) and 4 pulse outputs on board; signal board expands on-board I/O; up to 3 com-
munication modules for serial communication; up to 2 signal modules for I/O expansion;
0.04 ms/1000 instructions; PROFINET interface for programming, HMI and PLC to PLC
communication.

4.2.2.2 Reasons for choosing this PLC

– Economic reason (price)

– Work memory

– Number of DI/DQ

– CPU Scalability

Note: We chose to not use the DI/DQ of the CPU for the following reasons:

– DI cards can offer specialized features such as faster input response times, better iso-
lation, and advanced filtering that might not be available with the built-in DI/DQ
of the CPU.

– Adding a DI card increases the number of digital inputs available, allowing for more
extensive and flexible connections to external devices and sensors.

– By offloading input processing to a dedicated DI card, the main CPU can focus on
more critical tasks, improving overall system performance.

– DI cards often provide electrical isolation between the input signals and the CPU,
protecting the main system from electrical noise, surges, and potential damage.

– Separate DI cards are designed specifically for handling digital inputs, making them
more reliable and robust for specific tasks compared to the multifunction capabili-
ties of built-in DI/DQ ports.

– Using separate DI cards allows for modular expansion of the system. Additional I/O
can be added as needed without redesigning the entire CPU or system architecture.
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4.2.3 Hardware configuration

Placement 2: DQ 16x24VDC_1
Placement 3: DI 16x24VDC_1
Placement 1: CPU 1212C AC/DC/Rly with a BB 1297 battery board referenced 6ES7
297-0AX30-0XA0

Figure 4.1: Hardware configuration

4.2.4 Creating PLC table tags

The PLC variable table allows for specifying the various variables, such as inputs, outputs,
internal variables, timers, etc., that will be used in the program. It facilitates the orga-
nization and management of the variables by providing an overview of all the variables
used in the project. One must define: the name of the variable, the data type whether it
is BOOL, INT, REAL, etc., and its absolute address, for example %I12.0.

We created a table tag for each of our motor (In this case JKEM-024102)
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Figure 4.2: Table tags of JKEM-024102 motor

Figure 4.3: User constants of JKEM-024102

When using the SIMATIC S7-1200, an organization block called "OB1" is created by
default when the CPU is added. This block serves as the interface for the CPU’s operating
system. The CPU automatically calls this block, which is processed cyclically.

the motors blocs are carried out by the bloc "OB1".

4.2.4.1 SCALE function

With the "Scaling" instruction, you convert the integer specified in the IN parameter into
a floating-point number that is scaled to physical units between a lower limit value and
an upper limit value. You define the lower and upper limit values of the range over which
the input value is scaled using the LO_LIM and HI_LIM parameters. The result of the
instruction is provided to the OUT parameter.

In our case we used 4 scale functions, three for the motor’s 3 phased currents and one for
the motor’s speed
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Figure 4.4: Main OB1

Figure 4.5: SCALE function

4.2.4.2 Local/remote select & start/stop

In TIA Portal, the remote/local select switch toggles between local and remote control
modes:

◦ Local Mode: Manual control by operators at the device, used for maintenance and
troubleshooting.

◦ Remote Mode: Automated control from a remote location, such as a control room
or SCADA system.

The switch’s state is read by the PLC program to determine the control source.This
feature ensures flexibility and safety in operations.
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Figure 4.6: Remote/local select & Start/stop

4.2.4.3 Start Current Limit protection

This protection offers to trip the motor if the start-up current exceeds a preset value for
a predefined time.
We use a function that compares the preset value (In the case of JKEM-024102 is 6FLC)
with the motor’s start-up current, if the latter exceeds that value for the timer’s preset
time value the plc will trip the motor.

Figure 4.7: Start Current Limit protection
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4.2.4.4 Overload protection

By the help of TIA Portal functions, thermal increment and thermal content are calculated
to simulate the motor’s thermal behavior using mathematical formulas.If the thermal
content exceeds the thermal limit, an overload fault is set.
The thermal content is compared against a thermal limit to determine overheating.

Figure 4.8: Overload protection

4.2.4.5 Imbalance protection

Network 5 is responsible for detecting and managing current imbalances between the
phases of the motor. It measures the current in each phase (Phase A, Phase B, and
Phase C) and determines the highest and lowest phase currents.
The network then calculates the imbalance by finding the difference between the highest
and lowest phase currents and expresses this as a percentage of the highest phase current.
If this imbalance exceeds a predefined threshold, it triggers a timer. If the imbalance
persists beyond a specified duration, the network generates an imbalance trip signal.
This protective measure helps prevent damage to the motor caused by prolonged un-
even distribution of current across its phases, ensuring the motor operates smoothly and
reliably.
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Figure 4.9: Imbalance protection

4.2.4.6 Earth fault protection

Network 6 in the ladder logic is responsible for Earth Fault Protection. This network
monitors the current flowing through each phase of the motor (Phase A, Phase B, and
Phase C) and calculates the resultant current vector.
It sums the real and imaginary components of the phase currents, squares these sums,
and then computes the square root of the result to determine the magnitude of the fault
current. If this calculated magnitude exceeds a predefined threshold, it signifies a potential
earth fault. The network then initiates a timer, and if the fault condition persists for a
specified duration, it triggers an earth fault trip signal.
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This mechanism helps protect the motor from damage due to ground faults by promptly
disconnecting the motor from the power source upon detection of such faults.
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Figure 4.10: Earth fault protection

4.2.4.7 Under frequency protection

Network 6 is designed to monitor the motor speed and ensure it does not fall below a
specified frequency threshold, which could indicate a malfunction or load issue.
The network reads the motor speed, calculates the corresponding frequency, and compares
this frequency to a predefined threshold. If the motor speed drops such that the frequency
falls below this threshold, the network generates an under-frequency trip signal.
This protective action helps prevent potential damage caused by operating the motor
at speeds lower than its designed capability, thus maintaining the motor’s efficiency and
longevity.
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Figure 4.11: Under frequency protection

4.2.4.8 Trip & Reset

Networks 8 and 9 work together to manage the trip and reset functionalities of the motor
protection system.
Network 8 consolidates various trip conditions, such as earth faults, overloads, imbalances,
start current limits, and under-frequency conditions, into a single trip signal. When any
of these conditions are detected, the main trip output (‘Trip JKEM-024102‘) is activated,
disconnecting the motor from the power supply to prevent damage.
Network 9 handles the reset functionality, using a ‘MOVE‘ instruction to clear the trip
signals and fault conditions. When the reset command (‘Reset JKEM-024102‘) is acti-
vated, it resets the trip signal and other fault-related parameters to zero, allowing the
system to resume normal operation after resolving the fault conditions.
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Figure 4.12: Trip & Reset

Note: We use the same ladder logic for all of our motors, the only difference is in the
preset values of the current and the thermal variables of each motor.

4.2.5 Development of the station supervision

Thanks to the HMI, operators can monitor critical data and parameters in real-time,
make quick decisions, and perform appropriate actions.
This optimizes the performance of the installation, improves operational efficiency, and
reduces human errors. By providing a clear, user-friendly, and visually appealing interface,
the HMI facilitates the understanding of complex processes and enables operators to
quickly master the necessary tasks and controls.
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4.2.6 Creating HMI tags

There are two types of variables commonly used in automated systems: external variables
and internal variables.

– External variables: are used to facilitate communication and data exchange between
different components of an automated system. They allow the transmission of in-
formation between an operator panel and a programmable logic controller (PLC).

– Internal variables, on the other hand, are used within the operator panel and are
not linked to the PLC. They are used to store temporary information or internal
states of the panel.

Figure 4.13: HMI tags

4.2.7 Configuring the PC system-HMI interface

"In setting up the PC system WinCC-RT-Professional on the S7-1200 station, the folder
’PC-System [SIMATIC PC station]’ is automatically generated in the project browser of
TIA Portal. For configuring the HMI view, open the ’HMI_RT [WinCC RT Professional]’
folder in the project browser, then navigate to the ’Views’ folder and double-click ’Add
View’. This will create an initial view (root view) that we rename as the home view. We
plan the navigation within the main view and between different views (creating menus
and toolbars to navigate between views).

We determine the structure representing the process by defining the necessary number of
views in our case, 7 views then adjust the cycle time by accessing the inspection window
and selecting ’Miscellaneous’. This allows us to set the appropriate cycle time; in our
program, we set it to 250 ms (default is 2 s).
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4.2.8 View description

4.2.8.1 Main screen view

This HMI main screen for a Siemens SIMATIC system, features a central navigation hub
for selecting and monitoring motors in an industrial setting. It includes buttons for four
motors (JKEM-024102, JPAM-024401, JPAM-044002, JPAM-053001), an "Alarms" but-
ton for system alerts, and a "Current visualization" button for viewing real-time data.
The screen also displays logos for Sonatrach and École Nationale Polytechnique, indicat-
ing a collaborative effort. The footer contains navigation icons for home, information,
and other functions, ensuring easy user interaction.

Figure 4.14: HMI main screen

4.2.8.2 Motor screen

The purpose of this HMI screen is to provide detailed control and monitoring for the
specified motor (in this case JKEM-024102). It allows the user to switch between remote
and local control, turn the motor on and off, reset the motor, and monitor real-time
phase current values. Additionally, it displays various alarm conditions, such as trip
motor, overload, start current limit, imbalance, earth fault, and under frequency warnings,
helping operators quickly identify and respond to any issues. The screen ensures effective
management and maintenance of the motor within the industrial system.
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Figure 4.15: Motor screen

4.2.8.3 Bit alarms

This screen displays a comprehensive list of discrete alarms for various motors in an
industrial control system. It includes details such as the ID, alarm type, alarm text,
trigger tag, trigger address, and acknowledgment status for each alarm. The alarms cover
a range of issues, including motor trips, thermal overloads, startup current limits, phase
imbalances, earth faults, and under frequency warnings. This screen allows operators
to monitor and manage alarms, ensuring quick identification and resolution of issues to
maintain system efficiency and safety.
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Figure 4.16: bit alarms

Figure 4.17: Alarme message
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4.2.8.4 Current visualization

The screen displays a trend graph plotting values over time to visualize the motor’s phase
currents as well as the rating current.

Figure 4.18: Current visualization

4.2.9 Conclusion

Chapter 4 details the integration of relay control into a Siemens S7-1200 PLC using TIA
Portal software. Key points include the selection of the S7-1200 for its economic benefits,
memory capacity, and scalability, hardware configuration, and creation of PLC table tags.
The chapter also covers implementing ladder logic for functions such as scaling, local/re-
mote control, start/stop, and various protections (start current limit, overload, imbalance,
earth fault, and under frequency). Additionally, it emphasizes the importance of HMI
for real-time monitoring and operational efficiency, providing a thorough understanding
of relay integration in PLCs.
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4.3 Advantages & desadvantages of this method

4.3.1 Advantages

– Simplification of System Architecture:
- **Centralized Control**: Integrating all relay protections into a single PLC cen-
tralizes the control functions, simplifying the overall system architecture. This
centralization enhances visibility and management of the system, allowing for eas-
ier monitoring and troubleshooting.
- **Reduced Complexity**: By eliminating multiple discrete protection relays and
interfaces, the system becomes less complex. This reduction in complexity can lead
to fewer points of failure and easier maintenance.

– Cost Efficiency
- **Lower Maintenance Costs**: With a single PLC managing all protections, main-
tenance efforts and costs are reduced. There’s no need to service multiple different
relay devices, leading to savings in both time and resources.
- **Initial Investment**: Although the initial investment in a PLC may be signif-
icant, the long-term savings due to reduced maintenance and increased efficiency
can justify this cost.

– Flexibility and Scalability
- **Advanced Programming Capabilities**: PLCs offer advanced programming ca-
pabilities, allowing for customized protection and monitoring logic tailored to spe-
cific needs. This flexibility ensures that the system can adapt to future changes and
requirements.
- **Scalability**: PLC systems can be easily scaled to accommodate additional
functions or expanded operations, making them suitable for growing systems or
changing operational demands.

– Enhanced Reliability
- **Consistent Performance**: A PLC system provides consistent performance and
reliability, reducing the risk of protection failures. This reliability is crucial for
maintaining the safety and operational integrity of electrical systems.

– Improved Data Management and Analysis
- **Data Collection and Analysis**: PLCs can collect and analyze operational data,
providing valuable insights into system performance and potential issues. This data
can be used to optimize operations and improve preventative maintenance strategies.
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4.3.2 Disadvantages

– Initial Costs and Implementation Efforts
- **High Initial Investment**: The cost of purchasing and implementing a PLC
system can be high. This includes the cost of the PLC hardware, software licenses,
and the labor required for installation and programming.
- **Implementation Time**: Transitioning to a PLC-based system can be time-
consuming, requiring significant planning, programming, and testing before it can
be fully operational.

– Dependency on a Single System
- **Single Point of Failure**: With all relay protections integrated into a single
PLC, the system becomes a single point of failure. If the PLC fails, it can lead to
a complete loss of protection functions, which can be catastrophic.
- **Reliability Concerns**: Ensuring the PLC is highly reliable and has redundancy
measures (such as backup systems) is essential to mitigate this risk.

– Technical Complexity
- **Advanced Skills Required**: Managing and programming a PLC requires spe-
cialized knowledge and skills. This technical complexity can be a barrier for some
organizations, necessitating training and potentially hiring skilled personnel.
- **Complex Troubleshooting**: While the system is simplified overall, troubleshoot-
ing PLC issues can be complex and may require expert intervention.

– Integration Challenges
- **Compatibility Issues**: Integrating existing relay protections into a PLC system
can present compatibility challenges. Ensuring that all components work seamlessly
together requires careful planning and execution.
- **Customization Needs**: Customizing the PLC to meet specific protection re-
quirements can be complex and time-consuming, requiring detailed knowledge of
both the PLC and the protection needs.
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General conclusion

In this dissertation, we have explored the critical aspects of electrical motor protection
and the transition from traditional protection systems to more advanced, integrated so-
lutions using Programmable Logic Controllers (PLCs). The study has been driven by the
challenges associated with the obsolescence of Gemstart 4 controllers, which pose signifi-
cant maintenance and operational difficulties.

We began by detailing the fundamentals of electrical motor protection, outlining the var-
ious protection mechanisms essential for maintaining system reliability and safety. The
study then provided an overview of the In Salah Gas project, highlighting the specific
relay protections employed for different electrical motors within the substation.

The core of the dissertation focused on the use of Siemens’ TIA Portal software, a com-
prehensive tool for the programming and integration of PLCs. This section provided
detailed instructions on utilizing the software to implement the proposed solutions, en-
suring a seamless transition from the outdated Gemstart 4 controllers to a more robust
and flexible PLC-based system.

The practical application of these solutions was demonstrated through simulations, vali-
dating the effectiveness of the integrated PLC approach in enhancing the reliability and
efficiency of the substation’s operations. This transition not only simplifies the control
and protection functions but also offers significant long-term benefits in terms of reduced
maintenance costs and extended equipment lifespan.

In conclusion, the integration of relay protections into a PLC system represents a forward-
thinking approach to managing electrical motor protections amidst technological obsoles-
cence. This solution provides a scalable, efficient, and economically viable pathway for
maintaining the operational integrity of substations. Future work may explore further
advancements in PLC technology and their applications in broader contexts within the
electrical engineering field.
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